
UNRESTRICTED 
 

1 
 

 

 

 

 

Information Security Incident Response Policy 
1. Introduction 

To ensure the University can efficiently conduct its business and meet its obligations under Data 
Protection Laws, the effective and secure management of information is crucial. 

All users of University information have a responsibility to: 

- complete all mandatory training on Data Protection and Information Security; 

- minimise the risk of information being lost or disclosed to unauthorised individuals; 

- protect the security and integrity of IT systems or devices on which University information is 
held or processed; 

- ensure that physical security measures for protecting sensitive information are adequate; 

- report actual or suspected information security incidents promptly so that appropriate action 
can be taken to mitigate risks and minimise potential harm to individuals and the University. 

 
2. Purpose  

2.1 This policy explains the actions required in the event of an Information Security Incident, and 
sets out the responsibilities of all users of University data in respect of reporting and managing 
incidents. 

2.2 In the event of an actual (or suspected) information security incident or breach, it is essential 
that the University takes prompt action to mitigate the risks of potential harm to individuals, 
damage to operational business, and financial, legal and reputational costs. Where 
information security incidents are not reported, or where reports are delayed, the 
consequences can be severe and include: 

- damage or disruption to corporate systems; 

- damage and distress to individuals; 

- monetary penalties from regulators (including very significant fines for breaches of data 
protection); 

- harm to the University’s reputation and subsequent erosion of trust; 

- loss of business assets; 

- increased risk of fraud or identity theft. 
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3. Scope and definitions 

3.1 

http://www.reading.ac.uk/encryption-policy
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4. Roles & Responsibilities 

4.1  All users of University Information are responsible for reporting information security 
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required; assessments of current practices and recommendations for change and for 
reporting into the Information Systems Management Group as required. 

5. Policy Procedures 

5.1 

http://www.reading.ac.uk/internal/imps/DataProtection/imps-data-protection.aspx?#reportinfosecurityincident
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