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Academic and Governance Services 
 
 
 
 
 
 

Access by staff and students to security-sensitive 

material 
 
1. Background and purpose of policy 

 
Under the Counter-Terrorism and Security Act (2015) (“the Act”), section 26(I), the 

University has a duty, in exercising its functions, to have due regard to the need to 

prevent people from being drawn into terrorism (the ‘Prevent’ duty).   The 

University’s policy statement in relation to its Prevent duties is available at 

http://www.reading.ac.uk/web/FILES/student-and-academic-

services/Prevent_Policy_Statement.pdf. 

  
In having due regard to the Prevent duty, the University wishes to identify instances 

where security-sensitive materials are accessed by staff or students for purposes not 

related to University research or the study of a University programme. Given that a 

number of staff and students have a legitimate need to access security- sensitive 

material in the course of their studies or research, it is important that the University 

is aware of tho

http://www.reading.ac.uk/web/FILES/student-and-academic-services/Prevent_Policy_Statement.pdf
http://www.reading.ac.uk/web/FILES/student-and-academic-services/Prevent_Policy_Statement.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445916/Prevent_Duty_Guidance_For_Higher_Education__England__Wales_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445916/Prevent_Duty_Guidance_For_Higher_Education__England__Wales_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445916/Prevent_Duty_Guidance_For_Higher_Education__England__Wales_.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/445916/Prevent_Duty_Guidance_For_Higher_Education__England__Wales_.pdf
http://www.reading.ac.uk/web/FILES/Calendar/19.pdf
http://www.reading.ac.uk/web/FILES/calendar2016-17/Section_E_Charter.pdf
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http://www.reading.ac.uk/web/FILES/Calendar2015-16/Section_G_6_Regulations_for_the_Use_of_the_University_of_Reading%27s_IT_Facilities_and_Systems.pdf
http://www.reading.ac.uk/web/FILES/Calendar2015-16/Section_G_6_Regulations_for_the_Use_of_the_University_of_Reading%27s_IT_Facilities_and_Systems.pdf
http://www.reading.ac.uk/web/FILES/Calendar2015-16/Section_G_6_Regulations_for_the_Use_of_the_University_of_Reading%27s_IT_Facilities_and_Systems.pdf
http://www.reading.ac.uk/web/FILES/Calendar2015-16/Section_G_6_Regulations_for_the_Use_of_the_University_of_Reading%27s_IT_Facilities_and_Systems.pdf
http://student.reading.ac.uk/essentials
http://www.reading.ac.uk/web/FILES/qualitysupport/cop_resstudents.pdf
https://www.reading.ac.uk/internal/res/ResearchEthics/reas-REethicshomepage.aspx
https://www.reading.ac.uk/internal/res/ResearchEthics/reas-REethicshomepage.aspx
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4. Arrangements for access to security-sensitive material 

 
Where a student or member of staff has good reason to access security-sensitive 

material for the purposes of their studies or research, he or she will be required to 

access such material only via a designated University-owned computer supported 

by the University’s central IT Department. Access via any personally-owned device 

is not permitted. The provisions of the University’s IT Regulations (see section 1 

above) will apply in all cases. 

 
Where a student or member of staff has good reason to store such sensitive 

material, only designated network-attached file storage services provided and 

managed by the central IT Department may be used for this purpose. Use of locally- 

attached or personally-owned file storage is not permitted. The University’s IT 

Department must be consulted in such instances, and will need to understand for 

how long such material needs to be retained. 

 
Where it is appropriate to do so, staff and stu
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http://www.reading.ac.uk/web/FILES/its/Section_G_6_Regulations_for_the_Use_of_the_University_of_Reading%27s_IT_Facilities_and_Systems_01.pdf
http://www.reading.ac.uk/web/FILES/its/Section_G_6_Regulations_for_the_Use_of_the_University_of_Reading%27s_IT_Facilities_and_Systems_01.pdf
http://www.reading.ac.uk/web/FILES/its/Section_G_6_Regulations_for_the_Use_of_the_University_of_Reading%27s_IT_Facilities_and_Systems_01.pdf
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If anyone involved in the operation of this policy, whether those making a request, 

those considering it or any other party, is concerned that access to the material 

may contravene the established law, such concerns must be made known to the 

Teaching and Learning Dean or the Dean for Postgraduate Research Studies. He or 

she will seek appropriate advice, which may be from external organisations, before 

determining whether the material may be accessed. 
 
 
 

5. Process 

 
5.1 Undergraduate and taught postgraduate students

mailto:d.m.carter@reading.ac.uk
mailto:j.paulley@reading.ac.uk
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d)  The Prevent Duty Compliance Officer informs the student of the Teaching 

and Learning Dea
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entail the student not being able to continue with the research topic. If such 

breaches also contravene the University’s IT Regulations the provisions in 

those Regulations regarding infringement will also apply. 
 

5.2 Postgraduate research students 

 
The following process must be followed in all cases where a postgraduate student 

wishes to access security-sensitive material for the purposes of their studies or 

research: 

 
a) At the earliest opportunity, the student must consult his or her supervisor or 

School Director of Postgraduate Research Studies, and outline, in relation to 

the larger research topic, the rationale for accessing security-sensitive 

material, and indicate the w
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i.  Security-sensitive material will be accessed through, and stored on, 

designated University-owned IT equipment supported by the 

University’s central IT Department, and not on any personally- 

owned device or locally-attached storage; 
 

ii. the material will be viewed in a secure, or other agreed, setting, 

where the material cannot be accessed by other students; 
 

iii. the material must not be shared or exchanged with persons other 

than the supervisor and other designated members of staff; 
 

iv. printed material of a sensitive nature must be held in a secure 

place 
 

v. the provisions of the University’s IT Regulations (Section 9) relating 

to Monitoring will apply; 
 

vi. t
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